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Asset life cycle, which covers
everything from the time when the
productive capacity needs of the

asset are determined until the time
of its disposal. (Source: Uptime III)
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Studies and Scale
Validation Development
Requirement Disposal

Prog ram Phases Source:SAE ARP4293
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(Reliability, Availability, Maintainability)
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RAMBO
(Reliability, Availability, Maintainability, Buildability, Operability)
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How is reliability measured?

al a2 ald
b1 b2 b3
B c1 R lc2\ /°3 R Expected performance
e Ml S N
E— — —
Uptime \ Downtime
MTBF = (a1+a32+a3) MTTE = (b1+b32+b3) MTTR = (c1+c32+c3)
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when it is no
longer fit for the purpose
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Reliability activities in system design

System . . System design | _ _ ___
objective specification i
Feedback from | | :
operation - :
A 4 :
|
Conceptual tasks in standards || . | Systemdesign |
. and development
system design
Design - Reliability prediction
check list i failure mode, effect and 1
criticality analysis,
‘ maintainability analysis
Final design ) Intermediate
review ) design reviews

Source: Roy Billinton & R. Allen, Reliability Evaluation of
Engineering Systems: Concepts and Techniques, 2nd Edition.
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INDUCTIVE PROCEDURES
(Bottom-Up Analysis)

Summarize

upward
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DEDUCTIVE PROCEDURES
(Top-Down Analysis)

Pick Upper Level
Failure in Component

Flow
down
causes

o=

—

Determine Failure Modes of Lower
Level Components.
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RELIABILITY ANALYSIS PROCEDURES

INDUCTIVE METHODS DEDUCTIVE METHODS
| I | l
HARDWARE HUMAN HARDWARE AND
FAILURES INTERACTION HUMAN ERRORS
ERRORS |
HUMAN FACTORS FAULT TREE EVENT TREE
ANALYSIS ANALYSIS (FTA) ANALYSIS (ETA)

PROBABILISTIC

| | RISK ASSESSMENT
RELIABILITY FAILURE MODE
ANALYSIS AND EFFECTS
ANALYSIS (FMEA)
RCM/RCD, FMECA MTA RCA
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RELIABILITY CENTERED DESIGN (RCD)™ is an extension to the
FMECA process, RCD helps design engineers integrate reliability
considerations into the design process.(Aladon website)
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(Design FMECA): >, bLFMECA .1
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(System structure analysis): gwew st Judxs ©

FMECA (Failure analysis and preparation of sl u,5 awi g o5 Jdxi °
FMECA worksheets):

(Team review): oo owsjl
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Failures :} Root Causes :)

Identification B

. Final Effect (:: Local Effect | ——)

—
N\

pPapuaWWOIaY

VOEIE

SuoOllJde o9AI12a4402

Severity Occurrence Detection

1T 1T 1T -

Risk Priority Number
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(System structure analysis): g jtsbew Judxs

System
@ | |
= Subsystem Subsystem Subsystem
2 1 2 3.n
=
= | —
S [ |
3 Subsystem Subsystem Subsystem Subsystem
-l 11 1.2.n 31 3.1.n
Component | | Component | | Component Component | | Component | | Component
1.1.1 1.1.2 11:3 3:1:1 3.1.2 3.13..n

What level of detail we should break down the system will depend on the objective of the analysis
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Risk Priority

The risk related to the various failure modes is often
presented either by:

Risk matrix Risk priority number (RPN)

Likelihood

Very High

Moderate
M M

m Severity (S)

t

m Severity X Occurrence (S X 0)

Imp.

— Criticality

m Severity X Occurrence X Detection
(SXOXD)=RPN

Low
Very Low




Risk Priority

Probability Detectability

Risk Class 1 High Risk Priority
0
= . 4 =
= Risk Class 2 S Medium Risk Priority
o (&)
> X
) Risk Class 3 n“—:’ Low Risk Priority

Severity = Impact on Patient Safety, Product Quality,
and Data Integrity (or other harm)

Probability = Likelihood of the fault occuring

Risk Class = Severity x Probability

Detectability = Likelihood that the fault will be noted before
harm occurs

Risk Priority = Risk Class x Detectability

Source: Figure M3.5, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.




Risk Priority

Occurrence (0O) Severity (S) Detectability (D)
Possible rate Criterion value Duratu_:n of Criter | Level of Criterion value
. serwcg riterion vaiue Detectability
Once every 12 Failure near zero or ] interruption
ears no .
y > 8hr Very 10 Not Detectable Impossible 10
Once every 10 Very low, failure 5 Catastrophic
years isolation _ Very difficult 9
— 7hr Calesliophic . Difficult to Detect
years 3 . Very Late 8
Low, often fail 6 hr Very Serious 8
Once every 6 4 . Not sure 7
years 5 hr Serious 7 Dete(l:Jtlr:% rTndom
nlike .
Once every 4 5 ( ) Occasionally 6
years 4 hr Medium 6
Once every 2 Average, occasional Low 5
- failure 6 3hr Significant 5 Passible Detection
Late 4
Once every year 7 2 hr Minor 4
Once every 6 g Easy 3
months 1hr Very minor 3 Reliable Detection
High, frequent failure Immediate 2
Once every month 9 30 min Small 2 :
Immediate
Detecti II'ti i 1
Once every week Very high failure 10 <30 min Very small 1 etection at alltime coar(r:tai(c:)t;ve




Risk Priority

Selection of actions

The riSk may be reduced by Risk Priority RPN Action
introducing:
, Low Risk Priority <20 Corrective Action
e Design changes
e Systematic maintenance
: Medium Risk 20> Improved performance
° Engmeered Safety featureS Priority <100 Systematic preventive Maintenance

o Safety devices

e Warning devices

High Risk Priority Questioning the Design

e Procedures/training
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